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GeneralSecurityTraining 

1. General Security Training 

1.1 Welcome General Security Training 

 

Notes: 

Welcome to the Westinghouse Unescorted Access General Security Training.  Note that some sites may have 
additional training requirements before unescorted access will be granted 
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1.2 Topics 

 

Notes: 

The topics covered in this training are physical security, intrusion detection, cameras, credentialing, visitors to our 
Westinghouse locations, vehicle operations, property entry restrictions, emergency situations, reporting information 
to Security, consent to inspection and industrial safety.  

 

1.3 Welcome to Westinghouse 
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Notes: 

Security and safety are extremely important to Westinghouse Electric Company. Our success 
is based on the everyday actions taken by all Westinghouse and non-Westinghouse personnel 
and no one plays a greater role in that than you!  It is important to exhibit good situational 
awareness and report any questionable items. This training will provide basic security 
awareness initiatives and is required for non-Westinghouse personnel to receive unescorted 
access at our U.S. Westinghouse facilities.  

 

1.4 Physical Security 

 

Notes: 

Westinghouse implements a multilayered approach to physical security. This involves uniformed security officers at 
select Westinghouse locations in addition to electronic measures. Most Westinghouse sites have card access control 
devices along with camera system. The card access system enables Westinghouse to identify secure areas within 
the sites that requires approves from both the area owner and Security. Should you need access to these secure 
areas please reach out to global security for more information.  
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1.5 Intrusion Detection 

 

Notes: 

At certain Westinghouse sites, electronic intrusion detection systems are in place to secure the facility outside of 
normal working hours. These systems are monitored by a third party supplier that will dispatch local law 
enforcement when activated. Sites have identified individuals who have the authority to arm and disarm these 
systems, while other sites are scheduled automatically.  

 

1.6 Cameras 
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Notes: 

Most U.S. Westinghouse sites deploy IP video solutions to provide surveillance on the perimeter and entry and exit 
points of a facility. The recordings are use for investigative purposes only. It is important to note that cameras are 
not used to monitor employee productivity.  

 

1.7 Credentialing 

 

Notes: 

All personnel on site must possess and visually display their Westinghouse issued security credential otherwise 
known as a badge. The badge should worn on the outermost garment between the collar and the waist. If wearing 
your badge around your neck poses a safety hazard as related to your job function, please reach out to your local 
site security or  global security for alternative options. Only one badge will be provided to each employee, and a 
replacement will be provided if the original is lost, stolen, or damaged. Placement of any other item on the badge 
clip such as pens/stickers/other cards is not permitted.  

 
All precautions should be taken to assure your credential is not lost or stolen.  Immediately contact Security regarding any 
lost or stolen credential to prevent unauthorized use Never lend your issued credential or borrow another person’s issued 
credential. Westinghouse security credentials are the property of Westinghouse and are required to be returned to Security 
upon change of employment status, i.e., resignation, retirement, termination, suspension or upon Security request.  
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1.8 Card Access – Use and Operation 

 

Notes: 

 card access systems at our Westinghouse sites improves the protection of people and assets by using the latest 
badging technology.  The system requires you to badge into the facility using your Westinghouse issued credential 
and additionally most sites also require you to badge out of the facility.  The system is not a time keeping system 
but does provide for accountability measures if there is a an emergency situation at the facility.  

 

1.9 Restricted: Escort Required Visitors 
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Notes: 

Visitors to Westinghouse sites may include Westinghouse and non-Westinghouse personnel. A visitor may be any 
person that is not approved for unescorted access at that Westinghouse site.  All non-photo credential holders are 
required to sign in and out daily to receive their temporary badge. Visitors are only permitted in authorized areas 
where they have a business need. It is the responsibility of the individuals escort to ensure their visitor is aware of 
all Westinghouse security and safety requirements. More information on general escort guidelines is next in this 
training course.  

 

1.10 General Escort Guidelines 

 

Notes: 

Please make sure that you read this and the next two slides in their entirety.  If you receive a photo credential as a 
non-Westinghouse person, or if you are a Westinghouse employee with a photo badge, you are granted the 
authority to act as an escort. It is your responsibility to be aware and knowledgeable of the information presented 
here as an escort to visitors to Westinghouse sites. Understand that you may serve as a full time escort to the 
exclusion of any other work assignment, and you may not divert from any of the stipulated security terms or 
approved security plans without the approval of security.  Vehicles may need to go through vehicle inpsection 
requirements per site specific policy.  Additionally important is that the escort-to-visitor ratio is maintained at no 
more than 10 visitors per 1 escort. 
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1.11 General Escort Guidelines (continued) 

 

Notes: 

All escorted personnel will be properly credentialed with an escort required badge and must be maintained under 
your verbal and visual control at all times.  Escorts must be computer security trained for visits requiring access to 
computer systems and all visits may be subject to random inspections. It is important to understand export control 
restrictions in cases where they would apply and to be cognizant of the work be performed to eliminate any issues 
of compliance.  In the event of an emergency, escorts will follow all approved site emergency procedures.  
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1.12 General Escort Guidelines (continued) 

 

Notes: 

If at any time during the visit, entry is needed into a secure area the designated escort(s) and visitor(s) must possess 
authorization and/or a valid security clearance for that area. If at any time during the visit, the meeting or 
conversation involves proprietary information, the designated escort(s) and visitor(s) must possess a valid 
authorization. Escorts are responsible for practicing "need-to-know" principles associated with the visit including 
physical and cyber security procedures and any additional guidance provided.  
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1.13 Vehicle Operation and Parking 

 

Notes: 

Vehicle operators are required to adhere to and obey all posted traffic signs, signals and 
posted speed limits and  certain sites may require vehicles to visibly display a security 
issued parking permit. Parking is permitted only within designated parking stalls and 
designated visitor spaces may be allocated at some Westinghouse locations.  Be 
attentive to site vehicle and pedestrian  traffic. Note that pedestrians have the right-of-
way in crosswalks. Notify Security of any overnight/long-term or oversized vehicle 
parking requirements 
•  
•  
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1.14 Prohibited Items and Activities 

 

Notes: 

Property entry restrictions otherwise known as prohibited 
articles, at a minimum include firearms and weapons, 
explosives, incendiary devices, pets, consumable alcohol 
of any kind, illegal drugs and associate paraphernalia, and 
any item prohibited by law.It is important to check your 
site location for specific restrictions.  All site locations 
should have property entry restrictions posted at their 
entrances. s 
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1.15 Prohibited Items and Activities (continued) 

 

Notes: 

Smoking is not permitted inside any Westinghouse facility. There are designated, exterior smoking areas available at 
your assigned Westinghouse location.  

 

1.16 Emergency Situations – Evacuation 
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Notes: 

At the sound of a building alarm, immediate evacuation through the nearest exit is mandatory. Consult with your 
site sponsor, or local EHS to understand the evacuation route and assembly areas for the site location. Once 
outside, proceed away from the building to a designated assembly area or other safe distance of at least 200’ from 
the affected building and stay off the roadways.  Re-entry is not permitted until the area is safe and you are 
instructed to do so.  

 

1.17 Emergency Situations – Fire 

 

Notes: 

For fire emergencies, it is important that if you see a fire or smoke from a potential fire, that you activate the 
nearest wall-mounted pull station. Dial 9-1-1 from any site phone to report the location of the emergency. Evacuate 
the facility as quickly as possible.  
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1.18 Emergency Situations – Active Threat 

 

Notes: 

Active threat situations can happen anywhere and it is 
important to know the steps to protect yourself. These 
are tragic situations that can cause understandable 
anxiety and questions for all of us - especially when they 
occur in places where we frequent regularly. These 
unsettling circumstances may prompt questions about 
protecting ourselves and being prepared to take 
appropriate actions if caught in a similar situation.  
Knowing the plan of action -- Run, hide, fight should be 
the simple steps you need to take for protection. If there 
is an escape path, you need to run. evacuate the area 
whether others agree to follow and leave any belongings 
you have behind. Help others escape only if it is safe. Call 
9-1-1 when you have made to a secure and safe area. 
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1.19 Emergency Situations – Active Threat (cont.) 

 

Notes: 

If evacuation is not possible, find a place to hide. be out of the shooter’s view and find ways to protect yourself if 
shots are fired in your direction.  Lock and blockade doorways with heavy furniture, silence your cell phone and turn 
off any other sources of noise. If there are two or more of you, spread out and develop a plan .  

 

1.20 Emergency Situations – Active Threat (cont.) 
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Notes: 

As a last resort, fight!  Act with physical aggression, throw items and improvise weapons. Commit to your actions. If 
you are in harms way, you will need to make quick decisions on the best course of action. Quick decisions could 
mean the difference between life and death.  

 

1.21 Report to Security 

 

Notes: 

Promoting good situational awareness at a Westinghouse site is important for the safety and security of yourself 
and others. Report to security any person not wearing a Westinghouse-issued credential.  Also, any personnel who 
look suspiciously out of place, away from their assigned work area, or potentially damaging equipment or products. 
Security should also be notified if there is a lost or stolen item, or unauthorized personnel removing items from a 
Westinghouse facility. If something feels or looks out of place, it probably is. When in doubt, report it to security.  
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1.22 Consent to Inspection 

 

Notes: 

All individuals coming on to a Westinghouse site is subject to inspection.  Some sites have very strict regulatory 
requirements where inspection of personal property is required.  Inspections by security may be of vehicles, 
briefcase bags, packages, and computer or IT content. 

 

1.23 Industrial Safety Overview 
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Notes: 

Some general safety reminders and good practices while on any site include to not text and drive. Keep your eyes 
on the path and refrain from using your cell phone. Use handrails when ascending or descending the stairwells and 
obey all barriers and postings.  Only perform work in which you are authorized and if your scope of work changes 
and you are unsure, STOP work and discuss with your supervisor. Contact your supervisor or sponsor for any 
additional training you need for site specific job functions or qualifications.  

 

1.26 Next steps 

 

Notes: 

If you need unescorted access to the Columbia fuel fabrication facility or the Western Zirconium site, please click the 
corresponding link to access these additional training modules. You will be asked to complete the quiz and roster at 
the end of each to get credit for the course. For all other domestic U.S. Westinghouse sites, please visit the Global 
Security webpage where this training was located to access site specific information sheets that are available for 
your site location.  If you do not need access to Columbia Fuel Fabrication Facility or Western Zirconium, you may 
close out of this training. Any questions may be referred to Global Security at globalsecurity@westinghouse.com. 

 



 

Published by Articulate® Storyline www.articulate.com 

2. Columbia 

2.1 Columbia Fuel Fabrication Facility 

 

Notes: 
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2.2 Welcome 

 

2.3 Section Title 
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2.4 Proprietary Information 

 

Notes: 

 

 

2.5 Commitment to Safety 
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2.6 Continuous Improvement 

 

2.7 Fitness For Duty 
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2.8 Entering and Exiting the Site 

 

2.9 Entering and Exiting the Building 

 



 

Published by Articulate® Storyline www.articulate.com 

2.10 Recycling 

 

2.11 Section Title 
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2.12 Site-wide Alarms 

 

Notes: 

 

 

2.13 Evacuation 
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2.14 Manual Pull Stations 

 

2.15 Active Threat 
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2.16 Blue Light System 

 

2.17 Other Considerations 
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2.18 Important Contact Information 

 

2.19 Physical Security Services 

 

Notes: 
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2.20 Section Title 

 

2.21 Know the Hazards 
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2.22 Manufacturing Area Dress Code 

 

Notes: 

 

 

2.23 No Eating 
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2.24 Chemical Hazards 

 

Notes: 

 

 

2.25 Other Safety Considerations 
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2.26 Section Title 

 

2.27 Radiation Exposure 
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Alara (Slide Layer) 

 

Internal (Slide Layer) 
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External (Slide Layer) 

 

Mechanical (Slide Layer) 
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Chemical (Slide Layer) 

 

2.28 Contamination Control Area 
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Shoes (Slide Layer) 

 

Clothing (Slide Layer) 
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Eyes (Slide Layer) 

 

Hair and Jewelry (Slide Layer) 
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Wounds (Slide Layer) 

 

2.29 Radiological Buffer Areas 

 

Notes: 

 

 



 

Published by Articulate® Storyline www.articulate.com 

2.30 Criticality Controls 

 

2.31 Safeguards Requirements 
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2.32 Control and Accountability Defenses 

 

Notes: 

 

 

2.33 Section Title 
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2.34 Amenities 

 

3. Ogden 

3.1 Western Zirconium 

 

Notes: 

Welcome to the Western Zirconium site specific security training. 
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3.2 Ogden – Training Video 

 

Notes: 

Please click the video to watch the Western Zirconium training.View the video in its entirety and then 
click the forward arrow to continue to the questions.  

 

3.3 Quiz 

Draw all questions randomly from WZ Questions 
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3.4 Ogden - Key Contact Information 

 

Notes: 

Noted here is the contact information for Western Zirconium. 

 

3.5 Thank You for Completing the  

Western Zirconium Security Training 
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